Centralized Approach (Authority comes from DB) (Bad) Decentralized Approach (Authority comes from JWT) (Good)
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Notes (Centralized Approach)
e The auth request token contains information about the requester, e.g., the email address of the account to be >
used for auth and the IP address of the source machine. The auth response token indicates whether the user CA_" User ,
currently has a global session active. Both the auth request token and auth response token are digitally credentials supplied
signed by their creators. The certificate used is exchanged during initial configuration. S
e Itis unclear how the destination for the redirection to (1) should be kept track of. One option is to pass it back C5. SSO JWT
as a query parameter in (4), then pass it as a query parameter again in (7). supplied, redirect to B1
Notes (Decentralized Approach)

e Redirection chains are used to ensure that the final destination URI is preserved from the start of the process
to the end.

e Steps marked with * are not strictly required.

e Be very careful - data transmitted using JWTs is not encrypted, just stored in Base64Url encoding.

Sources. SSO Overview. Implementation guide (using
express-session, not great). Implementation guide (using only JWTs,
best). JWT overview. JWT security.



https://www.onelogin.com/learn/how-single-sign-on-works
https://codeburst.io/building-a-simple-single-sign-on-sso-server-and-solution-from-scratch-in-node-js-ea6ee5fdf340
https://frontegg.com/blog/a-complete-guide-to-implementing-single-sign-on
https://jwt.io/introduction
https://curity.io/resources/learn/jwt-best-practices/

